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	Sl.No
	2024& 2025 Project Title
	Year

	
	CLOUD COMPUTING
	

	1
	Toward a Conflict Resolution Protocol for Cloud Forensics Investigation
	2024

	2
	Improving Digital Forensic Security: A Secure Storage Model With Authentication and Optimal Key Generation Based Encryption
	2024

	3
	Attribute-Based Management of Secure Kubernetes Cloud Bursting
	2024

	4
	Blockchain-Based Decentralized Storage Design for Data Confidence Over Cloud-Native Edge Infrastructure
	2024

	5
	DEDUCT: A Secure Deduplication of Textual Data in Cloud Environments
	2024

	6
	EAKE-WC: Efficient and Anonymous Authenticated Key Exchange Scheme for Wearable Computing
	2024

	7
	Enabling Parity Authenticator based Public Auditing with Protection of a Valid User Revocation in Cloud
	2024

	8
	Secure Federated Cloud Storage Protection Strategy Using Hybrid Heuristic Attribute-Based Encryption With Permissioned Blockchain
	2024

	9
	Privacy-Preserving and Lightweight Verification of Deep Packet Inspection in Clouds
	2024

	10
	QPause: Quantum-Resistant Password-Protected Data Outsourcing for Cloud Storage
	2024

	11
	Revocable and Efficient Blockchain-based Fine-grained Access Control against EDoS Attacks in Cloud Storage
	2024

	12
	Efficient Privacy-Friendly and Flexible Wearable Data Processing With User-Centric Access Control
	2024

	13
	Efficacious Novel Intrusion Detection System for Cloud Computing Environment
	2024

	14
	Blockchain-Based Logging to Defeat Malicious Insiders: The Case of Remote Health Monitoring Systems
	2024

	15
	Blockchain Based Data Integrity Verification for Large-Scale IoT Data
	2024

	16
	Enabling Parity Authenticator based Public Auditing with Protection of a Valid User Revocation in Cloud
	2024

	17
	Attribute-Based Searchable Encryption With Forward Security for Cloud-Assisted IoT
	2024

	18
	A Hierarchical Key Assignment Scheme: A Unified Approach for Scalability and Efficiency
	2024

	19
	A Comprehensive Taxonomy of Social Engineering Attacks and Defense Mechanisms: Toward Effective Mitigation Strategies
	2024

	20
	E-Learning-Based Cloud Computing Environment: A Systematic Review, Challenges, and Opportunities
	2024

	21
	Blockchain-based Decentralized Storage Design for Data Confidence over Cloudnative Edge Infrastructure
	2024

	
	
	

	
	BLOCKCHAIN
	

	1
	A Proposed Model for Improving the Reliability of Online Exam Results Using Blockchain
	2024

	2
	Blockchain-Based Privacy-Preserving Shop Floor Auditing Architecture
	2024

	3
	BBAD: Blockchain-backed Assault Detection for Cyber Physical Systems
	2024

	4
	Blockchain-Based Authorization Mechanism for Educational Social Internet of Things
	2024

	5
	Blockchain-Based Framework for Traffic Event Verification in Smart Vehicles
	2024

	6
	Blockchain-Based KYC Model for Credit Allocation in Banking
	2024

	7
	Blockchain-Based Logging to Defeat Malicious Insiders: The Case of Remote Health Monitoring Systems
	2024

	8
	Blockchain-Based REC System for Improving the Aspects of Procedural Complexity and Cyber Security
	2024

	9
	Blockchain-Enabled Framework for Transparent Land Lease and Mortgage Management
	2024

	10
	Certifying Greenness: Blockchain’s Impact on Eco-Friendly Products in a Competitive Market
	2024

	11
	Decentralized Funding of Public Goods in Blockchain System: Leveraging Expert Advice
	2024

	12
	Energy Demand Forecasting for Electric Vehicles Using Blockchain-Based Federated Learning
	2024

	13
	Optimized Data Fusion With Scheduled Rest Periods for Enhanced Smart Agriculture via Blockchain Integration
	2024

	14
	PublicEduChain: A Framework for Sharing Student-Owned Educational Data on Public Blockchain Network
	2024

	15
	Safeguarding Patient Data-Sharing: Blockchain-Enabled Federated Learning in Medical Diagnostics
	2024

	16
	Secure Decentralized Aggregation to Prevent Membership Privacy Leakage in Edge-Based Federated Learning
	2024

	17
	Securing EHRs With a Novel Token-Based and PPoS Blockchain Methodology
	2024

	18
	Developing Intelligent and Immutable Vaccine Supply and Operation Platform Using Blockchain and Artificial Intelligence Technologies
	2024

	19
	Blockchain based an efficient and secure privacy preserved framework for smart cities
	2024

	20
	Blockchain-Based Authorization Mechanism for Educational Social Internet of Things
	2024

	21
	Blockchain-Based Trust and Authentication Model for Detecting and Isolating Malicious Nodes in Flying Ad Hoc Networks
	2024

	
	
	

	
	DATA MINING
	

	1
	A Distributed Knowledge Distillation Framework for Financial Fraud Detection Based on Transformer
	2024

	2
	AgriResponse: A Real-Time Agricultural Query-Response Generation System for Assisting Nationwide Farmers
	2024

	3
	Analyzing Big Data Professionals: Cultivating Holistic Skills Through University Education and Market Demands
	2024

	4
	Automated Knowledge-Based Cybersecurity Risk Assessment of Cyber-Physical Systems
	2024

	5
	Cybersecurity Education in Universities: A Comprehensive Guide to Curriculum Development
	2024

	6
	Extracting Mediterranean Hidden Fishing Hotspots Through Big Data Mining
	2024

	7
	Optimization of Emergency Supply and Distribution of Fresh Agricultural Products Under Public Health Emergencies
	2024

	8
	Intelligent Recognition of Multimodal Human Activities for Personal Healthcare
	2024

	9
	IoT-Enabled Advanced Water Quality Monitoring System for Pond Management and Environmental Conservation
	2024

	10
	Extracting Mediterranean Hidden Fishing Hotspots Through Big Data Mining
	2024

	11
	Toward Cleaner Industries: Smart Cities’ Impact on Predictive Air Quality Management
	2024

	
	
	

	
	INFORMATION FORENSICS & SECURE COMPUTING
	

	1
	CryptojackingTrap: An Evasion Resilient Nature-Inspired Algorithm to Detect Cryptojacking Malware
	2024

	2
	Fishing for Fraudsters: Uncovering Ethereum Phishing Gangs With Blockchain Data
	2024

	3
	Unveiling Vulnerabilities of Web Attacks Considering Man in the Middle Attack and Session Hijacking
	2024

	4
	eKYC-DF: A Large-Scale Deepfake Dataset for Developing and Evaluating eKYC Systems
	2024

	5
	PROGESI: A PROxy Grammar to Enhance Web Application Firewall for SQL Injection Prevention
	2024

	6
	Improving Digital Forensic Security: A Secure Storage Model With Authentication and Optimal Key Generation Based Encryption
	2024

	7
	Leakage of Authorization-Data in IoT Device Sharing: New Attacks and Countermeasure
	2024

	8
	Defending Against Poisoning Attacks in Federated Learning with Blockchain
	2024

	9
	VD-Net: An Edge Vision-Based Surveillance System for Violence Detection
	2024

	
	
	

	
	SOCIAL COMPUTING & NETWORKS
	

	1
	City Hotspot Identification Using Smart Cyber-Physical Social System
	2024

	2
	OntoDSumm : Ontology based Tweet Summarization for Disaster Events
	2024

	3
	TEGDetector: A Phishing Detector that Knows Evolving Transaction Behaviors
	2024

	4
	A Hybrid Feature and Trust-Aggregation Recommender System in the Social Internet of Things
	2024

	5
	AN EMOTION-AWARE MULTI-TASK APPROACH TO FAKE NEWS AND RUMOUR DETECTION USING TRANSFER LEARNING
	2024

	6
	Efficient Multi-Cloud Storage Using Online Dynamic Replication and Placement Algorithms for Online Social Networks
	2024

	7
	Friendship Inference Based on Interest Trajectory Similarity and Co-occurrence
	2024

	8
	Interest-Based E-Commerce and Users’ Purchase Intention on Social Network Platforms
	2024

	9
	PersoNet: A Novel Framework for Personality Classification-Based Apt Customer Service Agent Selection
	2024

	10
	Predicting Voting Outcomes for Multi-Alternative Elections in Social Networks
	2024

	11
	Social Media Forensics: An Adaptive Cyberbullying-Related Hate Speech Detection Approach Based on Neural Networks With Uncertainty
	2024

	12
	TEGDetector: A Phishing Detector that Knows Evolving Transaction Behaviors
	2024

	13
	Toward Multi-Modal Approach for Identification and Detection of Cyberbullying in Social Networks
	2024

	14
	TranSentGAT:A Sentiment-Based Lexical Psycholinguistic Graph Attention Network for Personality Prediction
	2024

	15
	TruthSeeker: The Largest Social Media Ground-Truth Dataset for Real/Fake Content
	2024

	16
	Fine-Tuned Understanding: Enhancing Social Bot Detection With Transformer-Based Classification
	2024

	17
	Semi-Automatic Dataset Annotation Applied to Automatic Violent Message Detection
	2024

	
	
	

	
	CYBERNETICS
	

	1
	Collaborative Learning for Cyberattack Detection in Blockchain Networks
	2024

	2
	Spam Text Detection Over Social Media Usage: A Supervised Sampling Approach for the Social Web of Things
	2024

	
	
	

	
	MOBILE COMPUTING
	

	1
	LPDB: Lightweight Policy-Driven Blockchain with Batch Verification for Rail Transit Systems
	2024

	2
	Malicious Node Detection in Wireless Sensor Networks using Weighted Trust Evaluation
	2024

	3
	Multi-Agent Deep Reinforcement Learning based Scheduling Approach for Mobile Charging in Internet of Electric Vehicles
	2024

	4
	Trust System- and Multiple Verification Technique-Based Method for Detecting Wormhole Attacks in MANETs
	2024

	
	
	

	
	IMAGE PROCESSING & MULTIMEDIA
	

	1
	ChaSAM: An Architecture Based on Perceptual Hashing for Image Detection in Computer Forensics
	2024

	2
	Robust Hashing with Local Tangent Space Alignment for Image Copy Detection
	2024

	3
	Sherlock in OSS: A Novel Approach of Content-Based Searching in Object Storage System
	2024

	4
	IoMT Privacy Preservation: A Hash-Based DCIWT Approach for Detecting Tampering in Medical Data
	2024



